YTBEPXIEHA
ITpuxazom OOO «Curnan Kunetuk»
Ne 10/04 ot 10.04.2024 r.

I[TOJIMTUKA
B OTHOLICHUH 00Pa0OTKU EPCOHANBHBIX JTaHHBIX

1. OO1ue noJ0XKeHus.

1.1. B nactosmeil IlonuTuke MCHONB3YIOTCSI OCHOBHBIE IOHSTHS, yCTaHOBJIEHHblE dDerepanbHbIM
3akoHOM 0T 27.07.2006 «152-P3 «O nepcoHaIbHBIX JaHHBIX», a TAKXKE CIECAYIOIINE TEPMUHBI U
OTpeICTICHUS:

1.1.1. Omeparop - OO1IeCTBO ¢ OrpaHUYEHHON O0TBETCTBEHHOCThIO «CurHan Kuneruk», E-mail:
info@signalke.ru, pacrionoskeHHoe 1o ajapecy: r. Mocksa yi. Bepronéruukos, 1. 1, odpuc 58;

1.1.2. Tlonb3oBarenp — mnosb3oBarenb Caitita wiau [lpunokeHus, 3aperucTpUpOBaHHBIA B
YCTaHOBJICHHOM TOPSAKE;

1.1.3. Ilpunoxenue — opunuaibHOe MOOMIBHOE IPUIOKEHHE, Pa3MELICHHOE B Mara3uHax
npuioxennit Apple «App Store» n Google «Play Market»;

1.1.4. Caiit — caiiT, pacnoJIo)KeHHBIH B cetu MHTepHET M0 aapecy www.signalke.ru;

1.1.5. CepBuc — cepBuc, mno3posstomuii I[lonp3zoBatenssm ¢ mnomomipto Caiita u  (Win)
[Tpunoxenus mosydaTsh HHPOPMAIIUIO O COCTOSHUU TOKazarenel ycrporctB LoORaWAN nu
OCYIIECTBIISATh YIIPaBICHUE STUMH YCTPOICTBAMU;

1.2. ObecrieueHne KOH(PUICHIMATHHOCTH W 0€30MaCHOCTH 00pabOTKH TMEepPCOHATBHBIX JTaHHBIX
SBJISIETCS OJJHOW U3 MPUOPUTETHBIX 3a1au OnepaTopa;

1.3. Hacrosimas [TonuTrka ompenemnsieT MPUHLIUIIBI, MTOPSIOK U yCIOBHS 00pabOTKH MEpCOHATBHBIX
naHHbIX [lonb3oBarens ¢ Lenbio oOecreueHus 3aluThl IpaB U CBOOO] YeJIOBEKa M I'pakJaHUHA
npu o0pabOTKe ero TMepCOHAJIbHBIX JAaHHBIX, B TOM YHCJIE 3alIUTHl TpaBa Ha
HEIIPUKOCHOBEHHOCTb YaCTHOMW KU3HM, JTUYHYIO U CEMEMHYIO TallHy;

1.4. Komnanus BopaBe BHOCUTh M3MEHEHUs B Hactosiyto [lomutuky. IIpu BHEceHUH M3MEHEHUH B
[Tonutuky Komnanus yBegomiiser o0 3TOM MoIb30BaTeNell MyTéM pa3MelleHsl HOBOW pelaKluu
[Tonutuku Ha Caiite u B [Ipunoxenuu;

1.5. Ucnionw3ys Cepsuc, [lonbp3oBarenb BhIpakaeT CBOE MOJIHOE COTJIACHE C YCIOBHUSIMU HACTOAIIEH
[TonuTukuy;

1.6. B cnyuae Hecornacus Ilonb3oBatens ¢ ycnoBusimu Hactosimen [lonutuku ncnons3zoBanue Caiita
w/vnm [IprtokeHuid JOHKHO OBITh HEMEIJICHHO TIPEKPAICHO.

2. llenu 0OpaOOTKHU MEPCOHANBHBIX JAHHBIX.

2.1. Ilepconansusie mannbie [lomp3oBarens oOpadatsiBatoTcsi OmepatopoM B LEISIX BBITOJTHEHHS
00513aTeNIbCTB Mepe]l N0Ib30BATENIIMU B OTHOLIEHHUH HcTioyib30BaHus CepBuca;

2.2. O6e3nuuennbie aaHHble [lonb3oBarens oOpabarbiBatoTcs OmneparopoM B LENSX YIyUIICHHS
KauecTBa paboTsl CepBuca;

3. IIpaBoBbie OcHOBaHUsI 00PAOOTKH NEPCOHANBHBIX TaHHBIX.


http://www.signalkc.ru

3.1. Oneparop oOpabaTeiBacT epcoHanbHbIC JaHHbIe [101h30BaTENS TOJBKO B CITydae UX 3allOTHCHHS
u/unm otnpaBku [losb30BaTenemM caMOCTOSTENILHO Yepe3 criennaibHbie (DOPMBI, PACIIONOKCHHBIS
Ha Caiite unu B [Ipunoxenuu;

3.2. 3anonHAg COOTBETCTBYOIINE (POPMBI H/HIIM OTIIPABIIsisl CBOM IIEpCOHANBHBIE TaHHbIe Oneparopy,
[Tonp30BaTenb BBIpakaeT CBOE coryiacue ¢ HJaHHou [lonuTrukon.

O06wem u Kareropun 00padbaThIBAEMbIX TIEPCOHAIBHBIX TaHHBIX, KATETOPUHU CYOBEKTOB MEPCOHATBHBIX
JAHHBIX:

4.1. Oneparop obOpabatbiBaeT nepcoHaibHbie naHHble [lonb3oBarens B oObeme, HEOOXOAMMOM st
obecrnieuenust pabotsl CepBuca;

4.2. Oneparop ob6pabaTbIBaeT cieAyrolue nepcoHanbubie nanubie [lonp3oBareneii:
4.2.1. ®damunus, UMs, OTYECTBO (IIPU HAJTUYUN);
4.2.2. Anpec 371€KTpOHHOM MOYTHI;
4.2.3. Howmep coToBoro TenedoHa;
4.2.4. TloutoBslil ampec 00bEKTa, T1Ie yCTaHOBIEHHI ycTpoiicTBa LoORaWAN;

4.2.5. Wnyro wuHpOpManmio, KoTopyto Ilomb3oBarenh CaMOCTOSITENIBHO — yKa3bIBaeT B
COOTBETCTBYIOIIUX paznenax Ha Caiite unu B [IpunoxeHun.

4.3. Oneparop ob6pabareiBaeT 00e3TMUeHHBIC JaHHBIC [10B30BaTEsI, KOTOPHIC BKIIFOYAIOT B CEOS:

4.3.1. Tlonnyto nHpopManmio 0 GU3MUECKUX WIH BHPTYAIbHBIX ycTpoicTBax [lomp3oBarens, a
TaK)K€ UX HACTPOMKHU U crienupuxanmm;

4.3.2. JlonoiHUTENbHBIE JAaHHBIE, MOJydyaeMble MpH jpoctyne kK CepBHCy, BKIHOYaArOLIMe B ceOs
JaHHBbIE O TEXHUYECKHX CPEJICTBAX M TEXHOJIOrM4YeCKOM B3aumojeiictBuu ¢ CepsucoMm (B
toM uucie [P anpec, BuA oOnepallMOHHOM cHUCTEMBbl, THUI MOOWIBHOrO TejnedoHa,
reorpauyeckoe mojaokKeHue, MOCTABIIUK YCIyT MoAKIoueHus K MHTepHeT).

4.4. Oneparop oOpabaTeiBaeT MEpPCOHANBHBIE JaHHBIE CIEAYIOIIUX KaTeropuii CyOBEKTOB
MEPCOHAIIBHBIX JIAHHBIX:

4.4.1. Tlonw3oBatenu CepBuca - pusnueckue Julla;
4.4.2. Tlonw3oBatenu CepBuca - MpeiICTaBUTENN U PAOOTHUKH FOPUINIECKUX JIHII.
[Topsiiok 1 ycimoBust 00pabOTKH MEPCOHATBHBIX TAHHBIX.
5.1. Onepatop coBepIIaeT aBTOMaTU3UPOBAHHYIO 00pabOTKy MepcoHANbHBIX JaHHBIX [lonbp30BaTens.

5.2. [Tog o0OpaboOTKOW TMEPCOHANBHBIX JAHHBIX TIOHMUMAETCs CcOOp, 3aluch, CHCTEMAaTH3aIlus,
HaKOIUJICHWEe, XpaHEHHE, YyTOuHEeHHUE (OOHOBJICHHE, MU3MEHEHHUE), M3BJICUEHUE, HCIIOIh30BaHUE,
nepenava (pacmpocTpaHEHHe, MPEeAOoCTaBICHUe, JOCTyI), oOe3NuyuBaHue, OIOKUPOBaHUE,
ylajaeHue, yHUUTOKEeHUE TIEPCOHANIbHBIX JaHHBIX.

5.3. Oneparop He mepedaeT TPETbUM JHUIAM IEPCOHATbHBIC IaHHbBIC, 3a HCKIIOYEHHUEM CIIy4aesB,
pelyCMOTPEHHBIX 3aKOHOAaTensCcTBOM Poccuiickoit deneparuu.

5.4. Ilpu ocyliecTBIEHUU XpaHEHHs MEPCOHANbHBIX MaHHBIX OmepaTop HCMIONb3yeT 0a3bl JaHHBIX,
HaxoJsIuMecs Ha Tepputopuu Poccuiickoit denepanum.

5.5. Onepartop He MPOU3BOAUT TPAHCTPAHUYHYIO MEepeaavy MepcoHaIbHbIX TaHHbIX [lomp30BaTens, To
€CTh HE MepeAacT MepCOHANbHBIC JaHHBIC HA TEPPUTOPUI0O MHOCTPAHHOTO TOCYAApCTBa OpraHy



6.

BJIACTH HMHOCTPAHHOTO TOCY/apCTBA, MHOCTPAHHOMY (U3NYECKOMY JIMIy WM WHOCTPAHHOMY
IOpUINYECKOMY JIULLY.

5.6. OnepaTop XpaHHT MEPCOHAIBHBIC JAaHHBIC HE JOJBINE, YeM 3TOr0 TPeOYIOT Ieiu 00pabOTKH
NEPCOHAJIbHBIX NaHHBIX.

5.7. YcrmoBueMm mpekpaineHuss o0padotku OrepatopoM TEpCOHANBHBIX JaHHBIX [lomb3oBaTers
ABJII€TCS NpeKpalieHue ncnosib3oBanus Cepsuca [lonp3oBarenem.

5.8. ITomp30BaTens MOXKET B JIOOOH MOMEHT OTO3BAaTh CBOE COTIacue Ha 0O0pabOTKy MepCOHAIbHBIX
JTaHHBIX, HAIIPaBUB YBEIOMJICHUE B IMCbMEHHOM BUJIE HAa IOYTOBBIN aapec Oneparopa.

5.9. Ilonb30BaTens MOXKET B JIOOOH MOMEHT OTO3BAaTh CBOE COTIacMe Ha 0OpabOTKy MepCOHaIbHBIX
JTAaHHBIX, HAIIPaBUB yBEJOMJIEHHE B MMCBbMEHHOM BHJIE HAa MOYTOBBIN agpec Omneparopa, 1160 B
JIEKTPOHHOM BHJI€ Ha 3JEKTPOHHBIM ajnpec Omeparopa ¢ noMmeTko «OT3bIB coriacusi Ha
00paboTKy MePCOHATBHBIX TaHHBIX).

5.10. [Tonmp30oBaTens MoOKeT B 1000 MOMEHT HW3MEHUTH (OOHOBUTH, JOIOJIHHUTH) CBOH
IepCOHaIbHbIE JJaHHbIE B COOTBETCTBYIOIUX pa3aenax Caiira, [Ipunoxenus.

5.11. [Tonp30Barens MOKET aKTyaJIM3UPOBATh, UCIIPABUTh WM YAAIUTH CBOM IEPCOHAIbHBIC
JJaHHbIE, HalpaBUB YBEJOMJICHHE B IMCbMEHHOM BHUJE Ha NOYTOBBINA aapec Omneparopa, 1160 B
JJIEKTPOHHOM BMJI€ Ha DJEKTPOHHBIM azxpec Omneparopa ¢ MOMETKOM «AKTyanu3auus
NEPCOHAIbHBIX JaHHBIX).

PeaﬂHByeMHe Tpe6OBaHI/IH K 3a10UTEC IICPCOHAJIbHBIX TaHHBbIX.

6.1. Oneparop mNpeANpPUHUMACT HEOOXOAMMbIE OpPraHU3allMOHHbIE W TEXHUYECKHUE Mephl JUis
oOecrnieueHus 0e30macHOCTH IIEPCOHAIBHBIX JAHHBIX oT CIIy4aiiHOTO W
HECaHKIMOHMPOBAHHOI'O JIOCTYNAa YHUYTOXKEHUS, U3MEHEHUs, OJJOKUPOBAaHUS JAOCTYIa U APYTUX
HECAaHKIIMOHUPOBAHHBIX JIEHCTBUNA Uil 00ECHeUeHHs] YCTAaHOBJIEHHOIO YPOBHSI 3alLlMIIEHHOCTH
NEPCOHANBHBIX JAHHBIX TpU UX 00paboTke B HMH(MOPMAIMOHHBIX CHUCTEMax, B TOM YHCIE
IPUMEHSIET CPeACTBAa KpUNTOrpaduueckoi 3aiuThl HHPOPMALIUY.

6.2. OnepaTopoM NPUHUMAIOTCS OPraHU3AIMOHHBIE M TEXHUYECKUE MEphl M0 O0ECIEUYCHHIO
0€30MacHOCTH MEePCOHATBHBIX JaHHBIX B COOTBETCTBUU ¢ TpeOoBaHusMH DenepanbHOro 3akoHa
oT 27.07.2006 Ne 152-®3 «O nepcoHaTbHBIX JaHHBIX.

6.3. OneparopoM MNPUHUMAIOTCS OPraHU3ALMOHHBIE W TEXHHYECKHE Mepbl M0 00ecleYeHUIo
0€30IaCHOCTH TEPCOHAIBHBIX ITaHHBIX B COOTBETCTBHHM C TPEOOBAaHUSAMH TIOCTAHOBJICHUS
[IpaBurensctBa Poccuiickoit dpenepanuu ot 01.11.2012 Ne 1119 «O6 yrBepkaernn TpeOoBaHUN
K 3allUTe TIEPCOHAIBHBIX JAHHBIX NPH HX 00paboTke B HHPOPMAIMOHHBIX CHCTEMax
NEPCOHATBHBIX JAHHBIX).

6.4. OnepaTopoM NPHHUMAIOTCS OPraHU3AIMOHHBIE M TEXHUYECKHE MEpPhl 110 OOCCIEUYCHHIO
0€30MaCHOCTH TEPCOHAJBHBIX JAHHBIX B COOTBETCTBHU C TpeOoBaHusMu mpukaza OCTOK
Poccun ot 18.02.2013 Ne 21 «O6 ytBepxkaeHuu CocTaBa U COJCp)KAHUS OPraHU3ALUOHHBIX U
TEXHUYECKUX MEP IO 00ECIEeYCHUI0 OC30IaCHOCTH MEPCOHAIBHBIX JTAHHBIX MPU UX 00pabOTKEe B
WH(POPMAITMOHHBIX CUCTEMAaX MEePCOHATBHBIX JTaHHBIXY.

6.5. OnepatopoM NPUHUMAIOTCSI OpPraHU3AL[MOHHbIE M TEXHUYECKHE Mepbl IO O00ECHEeYEHHUIO
0€30MacCHOCTH MEPCOHAIBHBIX JaHHBIX B COOTBETCTBUM C TpeboBaHusMmu npukaza ®Cb Poccun
[Tpukaz ®CBH Poccun ot 10.07.2014 Ne 378 «O6 yrtBepxknenuun CocTtaBa M COAEpKAHUS
OpPTraHU3aIMOHHBIX U TEXHUYECKUX MEp IO 00eCredueHuI0 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX
npu ux o0paboTke B MHPOPMAIIMOHHBIX CHCTEMax MEPCOHAJIbHBIX JAHHBIX C MCIOJIb30BAHUEM
cpencTB  kpunrorpaduyeckoi 3ammMThl  MHGOpPMALKK, HEOOXOIWMBIX ISl  BBIIOJHEHUS



6.6.

ycraHoBneHHbIX  [IpaButensctBom  Poccuiickoit  @enepanuu  TpeOoBaHMH K 3aIlIuTe
IIEPCOHAIIBHBIX TaHHBIX JUJISA KaKJ0T0 U3 YPOBHEW 3aLIUILICHHOCTH.

[lockonbky k Hactosied IlonuTuke B cooTBeTCTBUM € yacThio 2 craThu 18.1 DenepasibHOrO
3akoHa Ne 152-®3 «O mepcoHaNbHBIX JaHHBIX» HEOOXOIUMO OOECTIC€YHTh HEOTPaHUYCHHBIN
JOCTYH, B Hel He IyOJiMKyeTcs AeranbHas MH(opManus o npuHAThIX OmnepaTopoM Mepax Io
3alllUTe NEPCOHAJIbHBIX JaHHBIX, a TaKKe HuHas HUHPopMalus, HCIOIb30BAaHUE KOTOPOMH
HEOTPAaHMUYEHHBIM KpPYroM JIMI[ MOXeT HaHecTu yuiep6 Omeparopy uin cyObekTam
[EPCOHAIbHBIX JIaHHBIX.

3aKIIFOYHNTENIFHBIC TTOJ0KEHHUS.

7.1.
7.2.

K nacrosueit [lonutuke obecrieunBaeTcs HEOrpaHUYEHHBIN JOCTYII.

HaCTOHH_IaH ITonuTHnka MNOJIC)KUT HU3MCHCHUIO, HOOIIOJHCHHIO B CJIydac IOSABJICHUS HOBBIX
3aKOHOAATCJIbHBIX AKTOB W CIICHHUAIILHBIX HOPMATHUBHBIX JOKYMCHTOB IIO O6pa6OTK€ n 3alIuTe
MNEPpCOHAJIbHBIX JaHHbIX.



